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Everything is going wireless




PHY signal analysis is crucial
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SDR is current de facto solution!
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SDR is rarely used
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SDR-Lite

A new design to use commodity WiFi
as a SDR recelver




Beneficial WiFi

WNIC is Cheap
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SDR-Lite: SDR Receiver Using Commodity WiFi

1. Receive ambient signal in the air

2. Software processing and applications
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Design Overview

1. Receive ambient signal in the air

2. Software processing and applications



Signal reception of typical WiFi

Header Payload

Packet Structure
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How to receive ambient signal

Q: What if a WiFi packet contains another header in the payload?

Header Payload
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Construct a new WiFi Header in Payload

through emulation




How SDR-Lite works?

WiFi transmitter sends an encapsulating packet that contains Emulated Header

Challenge #1: How can SDR-Lite bypass the original Header
|/ |Header| Emulated| [ X [\ [\ [\ [\, §TF)

Challenge #2 : How can we emulate a new Header

Generate an SDR-Lite
encapsulating packet



Challenge #1: How can SDR-Lite bypass the original Header

Emulated

Header Header
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Challenge #2 : How can we generate an emulated Header

Header| Emulated Encapsulating Packet
Header
‘-V
//-3
58 //
Payload e
7 ﬁ
> R TR
T X . — & | 10xShort - 2.5xLon
- S 55| ‘gobol | Sereof PHY MAC
5 © P s 3 ymbo ymbo
ERT TERE ‘ 5 8
O =
g :s:’ Emulated 2 w
5 Header 0
(/)]

"
&«

1 2 3 4 5
Payload Symbol Index (Time)

Emulated Header

6

Symbol Index (Time)



Header emulation using Payload

Symbol format

8us 8us 4us 4us

Header | | | |

Payload | | | | |

Modulation

BPSK/16 QAM

64 QAM



Addressing the discrepancy in the symbol format
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Subcarrier Constellation Mapping (Modulation)

e Encapsulated Packet (64 QAM) X Long Symbol/PHY (BPSK)
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Subcarrier Constellation Mapping

e Encapsulated Packet (64 QAM) X Long Symbol/PHY (BPSK)
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SDR-Lite receives an ambient signal

Emulated
Header

| VAN

Ambient Signal

1001001110...

Decoded bitstream

SDR-Lite

Reconstructing an ambient signal and enabling application
— Software processing



SDR-Lite Design

1. Receive ambient signal in the air

2. Software processing and applications



Reconstructing ambient signhal from received bits
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Reconstructing ambient signhal from received bits

4 us

== Reception at SDR-Lite
®

CP:
— IFFT - —> 10010011001110...
‘ /FFT decoder/encoder _

Bitstream data
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Reconstructed In-phase signal
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SDR-Lite Design

1. Receive ambient signal in the air

2. Software processing and applications

RF Fingerprinting Spectrum Monitoring ZigBee Decoding



RF Fingerprinting

Reconstructed signal closely mimics the original ambient signal

W iFi router
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Spectrum Monitoring

Reconstructed signal could be used for spectrum analyzing

BLE device
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ZigBee Decoding

2 zigbee

=== In-phase

=== Quadrature
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Experiment Setup
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SDR-Lite in action




SDR-Lite in action
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SDR-Lite in action
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App. #1: Drone Detection
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App #2 Spectrum Analysis: Standardized wireless signals
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App#2 Spectrum Analysis: Non-standardized RF signhals
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App #3: ZigBee decoding
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Conclusion

* SDR-Lite is the first zero-cost and software-only SDR receiver built on commodity
WiFi

 Ambient signal reception with emulated header and signal reconstruction

 Demonstrated three major applications:
* Unauthorized UAV detection (Drone detection)
* Network management (Spectrum monitoring)
* |loT mobile data collection (ZigBee decoding)

* SDR-Lite spreads the blessing of SDR receiver to billions of WiFi devices and
households to enhance our everyday lives
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